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The purpose of this guide is to assist users with the initial set up and familiarization of the Okta
Single Sign-On (SSO) Solution. The following will provide an overview of Okta and walk users
through theinitial setup from receipt of the “Welcome to Okta” email to setting up Multi-Factor
Authentication (MFA) factors.
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1. Whatis Oktaand how will it be used?
Simply, Okta will have TWO functions:

1. Single-Sign On (SSO) Service
It will be a one-stop shop login portal service that only requires you to remember one password
instead of numerous for your different applications. Once configured by the Hayward IT Dept,
Okta will interact with the various applicationsrequired for your duties by allowing you to only
sign into the Okta web portal and givingyou access to all your work-related applications (Google,
Dayforce, Salesforce, FortiClient VPN, etc) without havingto input a password for those apps.

2. Multi-Factor Authentication (MFA)
It gives you the security of requiring your password from SSO above AND somethingyou have
(your phone) to confirm itis in fact your trying to sign in EVERY TIME you attempt to sign in. If

someone has your password, but not your multi-factor authenticator, they cannot login to your
account.

2. SETTING UP YOUR OKTA ACCOUNT

Setting up your Okta account will be donein two steps CONCURRENTLY and both partsare
required to move forward:

Step 2a: Logging into your account on your computer.

Step 2b: Setting up your MFA on your phone.

2a. Logging into Okta (ON COMPUTER).

To active/login to your Okta account, go to https://hayward.okta.com/

Input your “@hayward.com” email addressin the Username field.

Input your Windows password (password used to login to your computer, KACE ticketing system,
or FortiClient VPN) in the Password field.

**%%% If you don’t know your Windows password, please refer to Step 6a.

Connecting to @

O HAYWARD
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**%%* |f you receive an error, please refer to Section 6.

The next screen you will see is “Set Up Security Method” (the middle picture), where you will
choose your MFA methods from the options available; the minimum is one method. When you
click a Set-Up button, it will take you to the respective screens shown. Please go to Step 2b.

OKTA VERIFY APP GOOGLE AUTHENTICATOR APP

o <

Set up Okta Verify
Set up Google Authenticator

C ce, download the Okta
PP Store (iPhone and < 7 Scan barcode
Android devices).
Launch Google e
~
. ¥
—x

2. Open the app and follow the instructions to -
Authen r. tap

the "+ icon, then

add your account

3. When prompted. tap Scan a QR code. then select "Scan
scan the QR code below: barcode

Can't scan?

Return to authenticator list

okta

Set up security methods

Can't scan?

Return to authenticator list Security methods help protect your Okta
Back to sign in

®

co

Enter a tempore
from the Google Auth

Back to sign in A account by ensuring only you have access.
% Set up required
Preferred method! :
Google Authenticatol
Setup

e Okta Verify
a Verify is an authenticator app.

on your phone, used to

\. Phone

Verify with a code sent to your phone

D Security Key or Biometric

Authenticator °kta,

Use a security key or a biometric
& authenticator to sign in
Setup

Back to sign in

SMS / VOICE CALL / — 4d. PHYSICAL TOKEN/KEY

okta

Ble

Set up phone authentication

Enter your phone numiber to receive a

verification code via SMS ; i i
erincation coge via Set up security key or biometric
® sMms authenticator
Voice call
You will be prompted to register a security
Country
key or biometric authenticatol ndows
United States v Hello, Touch ID, Face ID, etc.). Follow th

nstructions to

Setup
Receive a code via SMS
Return to authenticator list

Return to authenticater list Back to sign in

complete set up.

Phone number

Back to sign in

**To be determined
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2b. Setting up MFA (ON PHONE)

The next steps will take place on your phone. If you opt to use the Okta Verify or Google Authenticator
mobile app, they are both available (free) on the Apple App Store and Google Play Store (see
below for examples).

If you do not wish to use either app, please skip to Step 2b. (3).

*x**%*Neither of these apps collects personal data from your phone. They will only collect necessary
date to improve functionality of the app, similar to every other app. If you have further questions or
concerns about the app, please see the info provided by the vendor in the app store.

Okta Verify Google Authenticator

Google LLC

OPEN

4.5 / #2e : 2.4

e e He o ars O Busine kt Ay
What's New What's New

This version contains enhancements and fixes: - Added the ability to transfer many accounts to a
* Okta Verify for Apple Watch is now localized. different device
* An error occurred when users responded - Added the ability of search for accounts

Preview Preview

Seamless authentication Protect your acc
and device security two-factor auth

- - ma1
@ okta Ve

Work account

901813

a ocorpoktacom =
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2b (1). Okta Verify App

i. Navigateto the respective applicationstore foryour device (Apple App Store used as
example).

ii. Search for and install the Okta Verify app.

iii. Once installed, opentheapp, select the blue “Add Account” button.

iv. Select “Organization” then “Scan a QR Code”.

v. Whenyour camera on your smart phone opens, scan the QR code provided on your
computer duringaccount set up.

vi. Select “Done”. Your Okta Verify app is now setup as a second factor of authentication
for logon.

okta Verify aes Add Account Okta Verify

Choose Account Type

Verify To Continue

If your organization provided a QR code, you

Choose the type of account you would like s 5
can scan it to continue.

Otherwise, you can sign in with your
organization's Okta account.

No accounts added

Add an account to verify your identity when
yOu access your organization's apps

Scan a QR Code

Add Account Sign In

Okta Verify

okta Verify + -

O

Set up Okta Verify You can now securely sign in to your
organization's apps.

Account Added

Ismith@hayward.com

H hayward.okt

Ismith d.co

sad the Okta

Return to your organization's instructions to
continue.

60913

Launch Dashboard (4

Important: Keep this app installed on your
device. You'll need it to sign in.
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2b (2). Google Authenticator App

i. Navigateto the respective applicationstore foryour device (Apple App Store used as
example).

ii. Search forandinstallthe Google Authenticator app.

iii. Once installed, opentheapp, select the “Get Started” button atthe bottom.

iv. Select “Scan a QR code”.

v. Whenyour camera on your smart phone opens, scan the QR code provided on your
computer duringaccount set up.

vi. Click “Next” on your computerand input the 6-digit code provided by your Google
Authenticatorapp. This will log you into Okta. Your Google Authenticatorappisnowsetupasa

second factor of authentication forlogon.

Google Authenticator

=

Set up your first account

Use the QR code or setup key in your 2FA settings

(by Google or third-party service). If you're having
trouble, go to g.co/2sv

LR &

Scan a QR code

What's New

Enter a setup key

- Added the ability to transfer many accounts to a Stronger secu I"ity with

different device

- Added the ability of search for accounts Google Authenticator

Get verification codes for all your accounts

Preview using 2-Step Verification

Get started

Import existing accounts?

= Search for accour

hayward.oktapreview.com (Ismith@hayward...

< 622 318 -

Set up Google Authenticator

Page 7 of 13



T, OKTA USER GUIDE Q okta

2b (3). SMS / Voice Call

i. Select “SMS” if you wantto receive a text or "Voice call” if you want to receive an
automated call.

ii. Inputyourpersonal or Hayward provided mobile phone number (no spaces or dashes)
and click “Receive a code via SMS”.

iii. The Okta page will ask for a numericcode. If you requested a SMS text, you will receive
a 6-digit code. If you requested a voice call, you will receive a 5-digit code. Inputthat code and
click “Verify”.

iv. Yourphoneis now setup as a second factor of authentication.

okta

Set up phone authentication k

Enter your phone number to receive a
verification code via SMS.

okta

Set up phone authentication

Voice call A rode wac cant Enter th
A code was sent to your phone. Enter the

Country

United States

Phone number

Receive a code via SMS

Return te authenticator list

| Verify ’

Back to sign in

At this point, you should have set up at least one MFA method and will be able to log into Okta.
Please go to Step 3.
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3. LOGGING INTO OKTA

Once you’ve completed the MFA setup, you will see the below page. Earlier you already used your
password (first factor) to start the login process, now you will need to use the method you set up
(second factor) to complete the login process. Once you confirm the MFA method, you will be
taken to the Okta Dashboard.

EVERYTIME you login to Okta, you will input your “@hayward.com” email address, Windows
password, and will receive the below prompt.

Connecting to @

okta

Verify it's you with a security method

@ Geta pushnotiication

Praview Sandbox: This is a preview of next week's release. See a problem? Filaacase (2 orvisitour support site (2

okta Q Soarch your apps hayerard ™

& MyApps
@) Recently Used
Recently Used

Wark

A Notifications

35 Addapps

Support

Help: httpsillitsarvicecentarhayward. com/ 2

Request an app

Last sign in: an hour ago -

©2021 Okts, Inc. | Privacy
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4. OKTASETTINGS

Clickingon your name with the down arrow in the top right corner will give you the “Settings”,
“Preferences”, and “Sign out” options.

In “Settings”, you can remove, change, or add a new MFA method.

5. ACCESSING APPLICATIONS
5a. FortiClient VPN
5b. Google Workspace
5c. SalesForce
5d. Dayforce
5e. Concur
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6. ISSUES & ERRORS
6a. Forgot Password

IF you are unable to get into Okta using your Window’s password, then select “Forgot password?”
and follow the instructions to reset.

IMPORTANT NOTE: Changing your password in Okta will change your KACE ticketing, FortiClient
VPN, and possibly your Window's password. You can ONLY do this every TWO DAYS!

Username

Password

|| Keep me signed in

Unlock account?

Help

Hayward IT Support

6b. Unable to Sign In

If you receive a “Unableto sign in” error, please reset your password using Step 6a.

O HAYWARD

Sig.n In

n Unable to sign in

Username

Password

|_] keep me signed in

Forgot password?

Unlock account?
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6¢c. Can’t Confirm with MFA

If you receive the following error when tryingto confirm with your MFA, you may need to delete
your browsers cache/cookies. Follow the below steps to not delete more than what is necessary.

O HAYWARD

o

Verify it's you with a security method

Select from the following options

e Enter a code Select

e Get a push notification

Settings

You and Google
Autofill

Privacy and security
Appearance

Search engine
Default browser

On startup

Advanced

Extensions

About Chrome

New tab
New window

New Incognito window

History

Downloads

Bookmarks
Zoom

Pri
Cast...
Find...

More tools
Edit
Settings

nep
Exit

B2 Managed by hayward.com

Safety check

From the Chrome
browser, click the three
dots/ellipses in the top-
right corner, then click
Settings.

o Chrome can help keep you safe from data breaches, bad extensions, and more

Privacy and security

Clear browsing data

Clear his

Cookies and other site data
Third-

Security
Safe B

Site Settings

Privacy Sandbox
Trial feat 0
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Click “See all cookies and site data”.

Settings

You and Google
Block third-party cookies in Incognito
Autofill
Privacy and security
Appearance
Search engine

Default browser O Block third-party cookies

On startu —~
e ()  Block all cookies (not recommended)

Advanced
Clear cookies and site data when you close all windows

Extensions Send a "Do Not Track” request with your browsing traffic

About Chrome
Preload pages for faster browsing and searching

See all cookies and site data

Settings

You and Google € All cookies and site data
Autofill
Remove All Shown
Privacy and security
Appearance
Search engine
hayward-admin.oktapreview.com

Default browser

On startup

hayward.okta.com

Advanced

hayward.oktapreview.com
Extensions

About Chrome help.okta.com

Try to login again. If the problem persists, Hayward IT Security.
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